16. In your opinion, for what general reasons should digital signing be used when sending e-mail messages via the Internet? 17. In your opinion, what kind of information should be digitally signed in your own work-related e-mail messages? 18. In your opinion, what kind of content should be encrypted in your own work-related e-mail messages? 19. Do you consider using e-mail encryption and digital signatures to be difficult? Why? 20. Have you ever encrypted work-related e-mail messages? For what reasons did you encrypt them? 21. If the receiver (e.g., a customer company) does not have a compatible e-mail encryption/decryption system, are you able to encrypt information in some other way? How would you do this? 22. Are there any other security issues that you consider important for your work?
Appendix B Methodological Details
Principles for Conducting the Research Interviews Stinger (1999) argues that a major problem with interviews is that the researcher's perceptions, perspectives, interests, and agendas easily influence questions (see also Myers and Newman, 2007) . To avoid this, we used an approach proposed by Spradley (1979) . This approach suggests that the researcher ask questions that are relatively neutral. This is necessary to diminish the extent to which participants' perceptions will be governed by frameworks of meaning unintentionally imposed by the researcher. Spradley advises the researcher to start with general questions that are sufficiently global to enable participants to describe their situation in their own terms. When the researcher wants to gain more detailed information, he can present a set of questions that focus on concepts already presented. In all phases of the interview, the researcher should take a neutral stance and write down or record the responses as accurately as possible. In this action research study, the researchers followed Spradley's approach in all interviews.
Principles for Evaluating the Validity of the Action Research Intervention
According to action research, theories are validated through their successful use (Baskerville and Myers 2004; Stinger 1999 ). Baskerville and Wood-Harper (1998) proposed seven validity criteria for IS action research: (1) the research should be set in multivariate social situations; (2) the observations should be recorded and analyzed in an interpretive frame; (3) researcher actions should intervene in the research setting; (4) the method of data collection should include participatory observation; (5) changes in the social setting should be studied; (6) the immediate problem in the social setting must have been resolved during the research; and (7) the research should illuminate a theoretical framework that explains how the actions led to a favorable outcome. More recently, Baskerville and Myers (2004) laid down four critical elements of action research: (1) there must be an explicit underlying theory before an action; (2) there must be practical action; (3) the theory should be adjusted according to the practical outcome; and (4) the action must be socially situated. The criteria of Baskerville and Wood-Harper and the critical elements of Baskerville and Myers were applied in evaluating the action research study (see Table C1 in Appendix C). The action research intervention was set in a multivariate social situation. It was conducted with all the employees of the company, involving various relationships between the participants. In addition, the research involved complex business relationships between the company and its customers and partners.
Appendix C Evaluating the Interventions from the Viewpoint of Action Research Validity Criteria
2. The observations should be recorded and analyzed in an interpretive frame
The observations were stored and analyzed within an interpretive frame and a theory-based framework was developed to support the analysis of the research data. Each employee was interviewed at least twice: once during the problem analysis phase and once when the results of the first research cycle were evaluated. The interviews were stored throughout in the form of field notes. In addition to what was said, the body language of the interviewees was also observed and recorded. The aim was to increase the reliability of subsequent analysis by identifying issues for further clarification if the researcher believed that not all relevant issues had been made explicit. The first author of this paper stored all his observations, impressions and perceptions in a research diary for subsequent analysis.
Researcher actions should intervene in the research setting
The first author of this paper worked actively and directly with the employees of the host organization. He had the main responsibility for designing and delivering the IS security training program and the new IS security communication process. This also complies with the requirement of practical action (Baskerville and Myers 2004 ).
The method of data collection should include participatory observation
Interviews, participatory observation, and surveys were used. The first author of this paper had the opportunity to spend several months at the company. This provided a good opportunity for participatory observation, especially during the second research cycle. The IS security manager was also a valuable source of information.
5. Changes in the social setting should be studied
The outcome of the research project was assessed with reference to the practitioner-collaborators' views of the success of both the training program and the communication process. Not only the IS security manager, but also several other employees reported that the training program and the new process achieved its goal. This also fulfills the requirement of socially situated action (Baskerville and Myers 2004) . The actions within the first action research cycle were linked to the theoretical framework of the IS security policy compliance training program. This framework defined the requirements for the training and explained how the training led to a favorable outcome. This also complies with the requirement of an explicit underlying theory before an action (Baskerville and Myers 2004) . The second research cycle aimed at further improving organizational issues that were perceived as a hindrance to IS security policy compliance. The actions within the second research cycle were also derived from a theoretical framework.
